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Introduction
Ethiopia remains a highly restrictive environment in which to express political dissent online.
The government of Ethiopia has long filtered critical and oppositional political content. Antiterrorism legislation is frequently used to target online speech, including in the recent conviction
of a dozen individuals, many of whom were tried based on their online writings. OpenNet
Initiative (ONI) testing conducted in Ethiopia in September 2012 found that online political and
news content continues to be blocked, including the blogs and websites of a number of recently
convicted individuals. This blog post summarizes recent developments in Ethiopia and reports on
the results of ONI testing in the country.

Recent developments in Ethiopia
Recent developments in Ethiopia underscore the dangerous environment in the country for
critical political voices. Broad application of the country’s 2009 anti-terrorism proclamation has
served as the basis for a number of recent convictions.1 In recent months, bloggers and
journalists have been convicted on terrorism charges based on their online and offline writings.
Most notably, in July 2012 blogger Eskinder Nega was jailed for 18 years on charges of
attempting to incite violence through his blog posts.2 This incident was the seventh arrest of
Nega for his critical writings.3 Nega was accused of conspiring with Ginbot 7, an oppositional
political group labeled a terrorist organization by the Ethiopian government.4 Also convicted in
absentia were Abebe Gellaw of the online news platform Addis Voice, as well as Mesfin Negash
and Abiye Teklemariam, editors of the news website Addis Neger Online.5 A number of other
journalists and opposition political figures were also simultaneously convicted of similar
offenses.6 In January 2012, Elias Kifle, editor of Ethiopian Review, was convicted in absentia
under the same anti-terrorism laws.7
The government of Ethiopia has also sought to make legislative changes that would affect the
use of online communication tools. Legislation has been introduced that would restrict the use of
Voice-over-Internet Protocol (VoIP) applications such as Skype. While government
representatives portrayed the proposed law as a means of protecting domestic
telecommunications providers,8 some critics described the new draft legislation as an attempt to
criminalize the use of VoIP services to punish dissent.9 Additional restrictions exist on private
actors delivering telecommunications services to third parties more generally.10 Moreover, a
number of unconfirmed reports suggest that users of Internet cafes in Addis Ababa have been
confronted or arrested by security officials after using the cafes to visit sensitive political
websites.11

Other reports from the country describe attempts by Internet Service Providers (ISPs) to restrict
the use of tools to anonymize web browsing and circumvent Internet filtering. In May 2012,
developers of the Internet anonymizer software project Tor reported that the Ethiopian
Telecommunications Corporation (ETC) had begun using Deep Packet Inspection (DPI) to block
access to the Tor service.12 This finding followed reports from July 2011 of an ETC-issued
tender for the procurement of DPI technology.13 In December 2010 the ETC, renamed as Ethio
Telecom, signed a 30 million Euro contract with France Telecom, outsourcing management of
Ethio Telecom for two years.14

Past ONI testing in Ethiopia
The ONI conducts technical testing of Internet filtering through the use of specially designed
software distributed to researchers located in the country of interest.15 ONI has previously
conducted two phases of technical testing in Ethiopia, in 2006/2007 and in 2008/2009. Both
phases of testing found extensive filtering of political content.
•

•

Testing conducted in 2006 and 2007 on the ISP ETC found that a broad variety of
political and news-related websites were blocked, including opposition political sites,
critical political blogs, independent Ethiopian media, human rights sites, and sites with
content related to ethnic minorities.16 The entire domain of several blogging platforms,
including the international Blogspot and the Ethiopia-focused Nazret, were found to be
blocked. However, international news sites such as CNN and Voice of America, as well
as prominent critical blogs Addis Voice and Ethiopian Review, were found to be
accessible.
Testing conducted in 2008 and 2009 on ETC found a similar variety of content to be
blocked.17 A number of independent Ethiopian news sites, including Ethiopia Exchange
(http://ethiox.com), were found to be blocked, while international news sites such as
CNN and Voice of America remained accessible. While the use of VoIP services among
the general public was restricted, the website of Skype (www.skype.com) remained
accessible.

2012 ONI testing results
ONI conducted testing of filtering in Ethiopia on the ISP Ethio Telecom (formerly ETC) from
September 17 to 19, 2012. In total, 1375 unique URLs were tested, with 73 of those URLs found
to be blocked. (Lists of URLs tested, as well as URLs found blocked, can be found in the ‘Data’
section at the end of this report.) Blocked content was found to be blocked through the use of
forged TCP RST (reset) packets, a method that is not transparent to users. RST packets are
typically sent by clients or servers when there are network problems, as a response to a half-open
connection, or some other network anomaly.18 When a RST flag is received most networking
implementations in an operating system will shut down the socket used. The result of a forged
TCP RST packets from a user’s perspective, is that any attempts to access blocked content would
display a typical browser error message indicating the site was unreachable rather than an
explicit block page. However, analysis of packet captures conducted during testing demonstrates
that attempts to access this content are disrupted through the use of forged TCP RST packets
directly in response to an HTTP GET request, as shown in Figure 1 (click image to enlarge):

Figure 1: Sample packet capture of an attempt to access http://www.addisvoice.com.

With some exceptions, the majority of URLs found to be blocked contained content directly
related to Ethiopia. Most URLs found blocked belonged to ONI’s ‘political’ category,19
including independent media and critical political blogs. The blocked content includes online
portals such as Nazret (http://nazret.com) and Cyber Ethiopia (http://cyberethiopia.com),
diaspora media such as Toronto-based TZTA Ethiopia Newspaper (http://www.tzta.ca), and
other critical political organizations, including the website of the Solidarity Committee for
Ethiopian Political Prisoners (http://www.socepp.de/). The website of Oromo independence
organization Oromo Liberation Front (http://www.oromoliberationfront.org) was found to be
blocked. Also found blocked were the websites of a number of anonymization and circumvention
tools, such as the Tor Project (https://www.torproject.org), Ultrasurf (http://ultrasurf.us), and
Psiphon (http://psiphon.ca). Only two international news sites were found to be blocked, Al
Jazeera (http://www.aljazeera.net) and Al Arabiya (http://www.alarabiya.net).
A number of sites associated with recently imprisoned bloggers were also found to be blocked.
EthioMedia (http://ethiomedia.com), a news site contributed to by imprisoned blogger Eskinder
Nega, was found blocked. Addis Voice (http://www.addisvoice.com), founded by recently
sentenced Abebe Gellaw, was blocked, as was Ethiopian Review
(http://www.ethiopianreview.net), whose editor Elias Kifle was convicted in absentia for
violating the country’s anti-terrorism laws.20 Addis Neger Online
(http://addisnegeronline.com/),21 the site at which editors Mesfin Negash and Abiye
Teklemariam posted content that lead to their imprisonment, was found to be blocked. Also
found to be blocked was the website of Ginbot 7 (http://www.ginbot7.org). Although the website
of prominent independent weekly newspaper The Reporter (http://www.ethiopianreporter.com)
was reported blocked in April 2012,22 ONI testing found this website to be accessible.

Conclusion
Through a combination of legal action taken against individuals for their online writings,
technical filtering of Internet content, and low Internet penetration rates23, Ethiopia remains a
highly challenging space in which to express political dissent online. Technical testing conducted
by ONI confirms that critical political content is filtered through non-transparent means. ONI
will continue to monitor information controls and threats to freedom of expression in Ethiopia.
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Data

The complete list of blocked URLs, as well as the lists of URLs tested, can be found in the
following:
Complete list of blocked sites on Ethio Telecom
•
•
•

[CSV] [Google Doc]
Testing conducted from September 17 to 19, 2012
Category codes can be found in Google Doc version

List of URLs tested on Ethio Telecom
•
•
•
•

Local List [CSV] [Google Doc]
Global List [CSV] [Google Doc]
Lists used in testing conducted from September 17 to 19, 2012
Category codes can be found in Google Doc version

Important note about testing data: The absence of a particular URL from the list of blocked
URLs is not necessarily an indication that the content is accessible in Ethiopia. In some
circumstances, issues encountered during data collection prevent confirmation of the status of a
given URL.
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